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Abstract- DHCP (Dynamic Host Configuration Protocol) is an important aspect in small and large networks since
it facilitates the IP configuration of computers. However, DHCP has a lot of security concerns, the most serious
of which being MAC address spoofing. Furthermore, current research is still unable to guarantee a suitable level
of pro-tection; therefore, DHCP is vulnerable to different attacks, thus the essential objective of this paper is to
propose solutions against DHCP attacks. This paper provides a deep clarification of how DHCP can be vulnerable
and presents an explanation about how DHCP works and lists a summary about DHCP attacks, how the attacks
occur and affect the security of the network, which threatens the network’s security. Main effective countermeasures
were proposed and implemented against DHCP attacks, resulting in a successful hindrance of the attacks. Some
of the countermeasures decrease the chance of attack to be implemented. The paper provides recent methods to
hinder DHCP attacks and provides a complete solution to mitigate DHCP vulnerability.

keywords: DHCP, GNS3, Network attack.
I. INTRODUCTION

Nowadays everything has changed, thousands, if not tens of thousands, of devices, are connected to a network using
the traditional DHCP protocol. These networked devices ranging from personal digital assistants (PDAs) to laptops and
desktop computers and even smart home devices that require network connectivity such as IoT applications. Network
administrators can admit that manually configuring computers connected to a network is a time consuming and error-
prone method; Therefore, DHCP protocol was created to handle the modern networks ex pandability. DHCP stands for
Dynamic Host Configuration Protocol, which is a management protocol that assigns IP addresses automatically to users
and provides them with network configurations such as default gateway and other network parameters [1]. This protocol is
vulnerable to many network attacks. For example, DHCP handshake is transmitted in clear text and there is no mechanism
for authentication which means clients are not sure if they got the network configuration parameters from a trusted DHCP
server; therefore, it makes the DHCP protocol susceptible to DoS attacks. In this case, anyone who can access the network
can launch an attack to prevent other clients from accessing a certain network resource or having a proper IP address.
Since security is a top priority for businesses and companies of all types, one should build a secure network to prevent
such attacks. This paper is concerned with learning the methodologies of executing attacks using some tools and testing
solutions and preventing those attacks [2]. The next two sections explain the principles of DHCP, such that, how it operates
in depth and how the main attacks operate. Section III, shows the implementation of the attacks by using GNS3 (Graphical
Network Simulator-3) emulator, which enables the use of both virtual and physical hardware, and with the integration of
VMware (Virtual Machine) workstation to run real images of operating systems as virtual machines that are necessary for
the whole experiment to create a similar environment to the real world. In section IV, the methodology of countermeasures
of each attack presented in Section V is explained and implemented. Lastly, the results are illustrated and verified in Section
VI

https://ijict.edu.iq 1



Iraqi Journal of Information and Communications Technology(IJICT)

T —— Conference Series: The 1°¢ Conference of Applied Researches
I ICT in Information Engineering(ARIE2021), 2021
< ISSN:2222-758X

©MMmunications Technol?5”

e-ISSN:2789-7362

II. BACKGROUND

DHCP was first described as a policy protocol at RFC 1531 in October 1993, as an extension of the Bootstrap Protocol
(BOOTP), a network protocol used by a network client to obtain an IP address in a server configuration [3]. The incentive
to expand BOOTP was that BOOTP required active interventions to add configuration information to each client and did
not provide a way to retrieve used IP addresses. Many have worked to clarify the protocol as it gained popularity, and in
1997 DHCP RFC 2131 was released and remains the standard for IPv4 networks [9]. As we mentioned above DHCP is a
network management protocol; therefore, in any network, there is a DHCP, configured with IP addresses pool and network
parameters. When a new client joins the network, it completes a four phases handshake with the DHCP server which is
named DORA and it stands for 'DISCOVER’ , *OFFER’ , 'REQUEST’ , ’TACKNOWLEDGMENT’ to get an IP [5] as
shown in Fig. 1. DHCPDISCOVER, the client starts with no IP address; it sends a discovery message and broadcasts it to
locate all of the available DHCP servers in the network. Each DHCP server receives the discovery message and analyses
it. The server searches its address pool for an available IP address, then decides if it can give the client an IP address.
When the server finds an available address, it sends a DHCPOFFER, which is an offer message that contains the IP address
being offered to the client, this message is broadcasted to the network. If the server already had a lease for this client
before, it would use the same previously given IP address. When the client receives the offer, it sends back a broadcast
mes-sage DHCPREQUEST requesting the offered IP address. DHCPACK or DHCPNACK, the intended server will note
that its lease has been chosen. It checks its databases if this lease is still available if so, it creates an entry in the database
for that client and sends back a DHCPACK message that contains network configurations parameters and the allocated IP
address to the client. If the lease is no longer available it sends back a DHCPNACK and the client will initiate a new

handshake with the server [1] [6].

DHCP Discover >
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— DHER Offer pa—
m < |
[
- ]
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Client [ [> DHCP Server
< DHCP Acknowledgement
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Figure 1: DHCP handshake

In [7] , an introduction to two DHCP protocol security improvement strategies based on digital certificates for DHCP
clients was proposed. However, the suggested methodology is compatible with DHCP clients which do not have digital
certificates. In [2] , a DHCP attack detection approach based on fingerprint and behavioural markers was proposed. In
[3], a technique for authenticating "DHCP servers" and "DHCP server Replies" using public-key cryptography and digital
certificates was proposed to prevent rogue DHCP server attacks in this way. In [8] , DHCPAuth, which is a technique,

was proposed that uses two trust models: PGP (Pretty Good Privacy) and PKI (Public Key Infrastructure) to authenticate
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DHCP packets. In [9] , proposes a novel approach that uses an OTP sent to a mobile OTP DHCP to authenticate DHCP

clients and servers, therefore increasing the security.

III. DHCP VULNERABILITY

This section shows the two main methods that exploit the vulnerability of DHCP and defines the mechanism of each

attack.

A. DHCP Starvation Attack

The DHCP starvation attack is a widespread attack that targets network DHCP servers, it floods the DHCP server with
DHCPDISCOVER messages, and each message is different in MAC address. The DHCP server will respond to all of
the requests and not knowing this is a DHCP starvation attack, by assigning avail-able IP addresses to the fake requests
resulting in the depletion of DHCP pool and therefore, it is considered as a DoS attack. This attack is equally successful

for wired and wireless networks [7] as shown in Fig. 2.

Client's PC E
DHCP server

DHCPDISCOVER

L]

H
Anacker's PC

Figure 2: DHCP starvation attack

B. DHCP Spoofing Attack

In a DHCP spoofing attack, a rogue DHCP server, which is a non-legitimate DHCP server, is installed on a network
by an unauthorized person who has access to the LAN or an authorized user who wants to sabotage the network that is
not within the control of network administrators. The attacker responds to the DHCPDIS-COVER message from the client
and supplies its IP address as the default gateway, this is done by the installa-tion of a rogue DHCP server on the network

thus, a man in the-middle attack occurs as shown in Fig. 3 [10].
IV. DHCP ATTACKS

In this section, two attacks were presented by the use of GNS3 and VMware Workstation:

1) Attack I:

This scenario shows how to execute a DHCP spoofing attack. A small network that consists of a cisco switch, windows

https://ijict.edu.iq 3



Iraqi Journal of Information and Communications Technology(IJICT)

ol ot Conference Series: The 1°¢ Conference of Applied Researches
I ICT in Information Engineering(ARIE2021), 2021
< ISSN:2222-758X

©MMmunications Technol?5”

e-ISSN:2789-7362

7 and kali-Linux is used refer to Fig. 4. Attacker’s pc contains Ettercap tool which is pre-installed by default, this
tool is used for man in the middle attacks and it’s a good demonstration for this attack. When the attack is started,
the attacker’s pc listens for DHCPDISCOVER messages in the network. The client sends a DHCPDISCOVER first to
discover the available DHCP servers and since there are two servers in the network one is fake and one real server,
both of the servers get the request and reply for the client, but the server that replies with a DHCPOFFER first is
the one that completes the full DHCP hand-shake with the client, in this case, the attacker’s server replied first as
shown in Fig. 5 by Using Wireshark. The time difference can be seen between the two responses which indicate the
attacker’s server was faster. When the handshake is completed, the client’s pc receives a fake IP address and other

network configurations from the attacker.

M A

L. DHCP request 2, DHCP response
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3. Fake DHCP
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-
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Figure 3: DHCP spoofing attack

2) Attack II:
The second attack shows DHCP starvation attack is executed by flooding the network with fake DHCPDISCOVER
messages to take all of the available leases in the DHCP server. Starting with the same network as above see Fig. 4.
Yersinia is the used tool for this attack, it provides a list of different attacks to deal with. When the attack is started
by this tool, it generates thousands of fake DHCPDISCOVER packets each second, with each packet is different in
MAC address from the other. The network and DHCP server are flooded by these packets; therefore, the server replies
for all of these flooding requests and make an en-try in its database for each request and assign all of the available
IP address for those packets, as a result of a depletion in the address pool of the DHCP server occurs. Clients are
unable to join the network as shown in Fig. 6. Fig. 7 shows the minimal time between each packet and the destination
IP address which is a broadcast address, this indicates that this attack doesn’t only affect the DHCP server but it

also affects the switch and other devices in the network because the switch has to process all of these packets and

https://ijict.edu.iq 4



Iraqi Journal of Information and Communications Technology(IJICT)
- ’ Conference Series: The 15 Conference of Applied Researches

I]ICT in Information Engineering(ARIE2021), 2021

ISSN:2222-758X
e-ISSN:2789-7362

giJournal of Informatioy

©MMmunications Technol?5”

for-wards them to all ports except the port that packets came from, thus, this would affect the performance of the

switch and the network because it creates unnecessary traffic and allocates more bandwidth.

-
4.4.4.2 f24
Figure 4: Simple network design
LICT]
Mo. Time Source Destination Protocol  Length Info
127 204.516982  4.4.4.2 4.4.4.251 DHCP 342 DHCP ACK - Transaction ID @xlc6cBed
315 504.247377  4.4.4.2 4.4.4.251 DHCP 342 DHCP ACK - Transaction ID @xBd6e5279
503 £04.535310  4.4.4.2 4.4.4.251 DHCP 342 DHCP ACK - Transaction ID @xSd662ac
699 1104.727485 4.4.4.2 4.4.4.251 DHCP 342 DHCP ACK - Transaction ID @xsbIbBaad
M ccc 1350.121993  0.0.0.8 255,255, 255,255 DHCP 342 DHCP Discover - Transaction ID @x5f2beds7?
W 571 1380.127628  4.4.4.252 255,255, 255,255 DHCP 582 DHCP Offer - Transaction ID @x5f2bcd87
) 572 1380.128267 0.0.0.9 255.255.255.255 DHCP 354 DHCP Request - Transaction ID @x5f2bcd87
873 1380.139611  4.4.4.252 255.255.255.255 DHCP 582 DHCP ACK - Transaction ID @xSf2bcds?
894 1380.627161 4.4.4.2 4.4.4.254 DHCP 342 DHCP Offer - Transaction ID @x5f2bcd87?
957 1383.2976! 7.7.7.7 255.255.255.255 DHCP 342 DHCP Inform - Transaction ID @x92bbl1761
958 1383.29879 = 7:7:7:7 DHCP 342 DHCP ACK - Transaction ID @x92bbl761
1096 1484.178063 4.4.4.251 DHCP 342 DHCP ACK - Transaction ID @xbccdbadl
The client receives a fake address and informs the other DHCP server that it got an address

Figure 5: Wireshark capture

V. METHODOLOGY

This section shows the Different countermeasures that are considered, such as configurations in the networking device
that can prevent the attack and others can eliminate the probability of an attack happening. These are listed below:
1) Activation of DHCP Snooping:
DHCP snooping can be applied on switches that support this configuration. Its function is to prevent malicious rogue
servers from sending malicious DHCP traffic, it categorizes ports as trusted ports and untrusted ports. The trusted port

is the only port that DHCP messages from the server side are allowed. The untrusted port is the port that discards
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all of the ingress DHCP server-side messages and drops them see Fig. 8. First, the switch is accessed and DHCP
snooping is enabled to a specific VLAN since all of the devices on the network are on the same VLAN, but if it’s
enabled globally without specifying it to a certain VLAN has no effect see Fig. 9. The switch port that is directly

connected to the real DHCP server is accessed and enabled as a trusted port see Fig. 10.

B CA\Windows\system32cmd.exe = ||~ E @

Figure 6: The client is unable to join the network

ldhep
Time: Source Destination Protocol  Length Info
33 42.066782 8.0.0.0 :235.255.)55.255 :Dncﬁ 286 DHCP Discover - Transaction ID @x643c9869
. 0.0.9.0 255.255.255.255 oHCP 286 DHCP Discover - T
e.0.0.9 255.255.255.255 DHCP 286 DHCP i

0.0.0.8 255,255,255, 255 DHCP 285 DHCP Disco
0.0.0.0 265,285, 255, 265 oHee
2.0.9.0 2 5.255.255 DHCP
0.0.9.8 2 2 DHCP
0.0.0.0 2 oHeP
2.8.0.0 2 DHCP
2.0.9.9 2 55. DHCP
0.0.0.0 255.255.255.255 DHCP
e.8.0.0 255.255.255.255 DHCP
8.0.0.8 255, 255,255,255 DHCP
0.0.0.0 5.255.255 DHCP
8.0.8.0 2 5.255.255 DHCP
2.0.0.0 25! 5.255.255 DHCP

a aaan J55 355 355 35K e
Frome 33: 266 bytes on wire (2288 bits), 286 bytes captured (2188 bits)
Ethernet II, Src: 84:27:7b:Se:Se:se (84:27:7b:Se:Oeise), Dst: Broadcast (ff:ff:ff:iffiffiff)
Internet Protocol Version 4, $rc: 9.9.8.9, Dst: 255.255.285.285

User Datagram Protocol, Src Port: 68, Dst Port: 67

Dynamic Host Configuration Protocol (Discover)

Figure 7: Packets flooding in wireshark capture

2) Port Security:
This method mitigates the DHCP starvation attack, it limits the number of MAC addresses on the port or configures
a certain address on the port to be the only allowed address, as shown in Fig. 11.a. some cases cause switch port
violation If the MAC addresses received on a port exceeds the limit or the address that is received is different from
the address that is configured on the port; therefore, the port shuts down automatically and needs to be re enabled
manually based on the selected violation type in the configuration, or when a MAC address seen on a switch port and
has already been seen on another port. For cisco switch-es, there are three switch port violation types which one of

them is enabled by default and these types are:
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« Protect: When you use this mode, frames from known MAC addresses are allowed to continue sending traffic while
frames from unknown MAC addresses are dropped. The switch keeps logs for all of the discarded frames.

o Restrict: The frames form known MAC addresses are permitted to pass but unknown addresses are discarded and
unlike protect the type, the switch sends an alert message informing the administrator that a certain violation has
occurred.

« Shutdown: In this mode, the switch port is disabled and needs to be re enabled manually and generates an alert
message. To enable this method, the untrusted switch port is accessed and switch port security is enabled then the

number of MACS is limited, as shown in Fig. 11: b).

DHCPOFFER
—
LINTRUSTED- -TRUSTED- O
Client's PC " —
x DHCP server
UNTRUSTED
DHCPOFFER
-
: ]
Aftacker's PC

Figure 8: DHCP snooping’s solution functionality

Figure 9: DHCP snooping enabled globally

3) Authentication server:
Authentication is the determination of whether someone or something is actually who or what they claim to be. When
a new user connects to the network, a unique username and password for each user that is stored in a database are
all needed to identify the user through an authentication server see Fig. 12; therefore, Authentication is used in

large companies with many employees to control the large number of persons access-ing the network and limiting the
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access for the employees only. Thus, the need for an authentication server (RADIUS) is important, RADIUS stands
for Remote Authentication Dial in User Service, The RADIUS server doesn’t prevent DHCP attacks at all but its
main function is to authenticate users joining the network and non employees are not able to access the network
because they don’t have a unique username and password; therefore, outsiders cannot execute DHCP attacks because
they don’t have an access to the network. Encryption is one of the good features that RADIUS supports since, all
messages transferred between the client and the server are encrypted. RADIUS server needs a database to store user
profiles there. In this case, Microsoft windows server 2016 is added to the network see Fig. 13. The switch is added
to the radius server as a RADIUS client which is responsible for transmitting messages between the server and the
client. The user enters his credentials in the window prompt and sends them to the switch see Fig. 14. When the user
enters his username and password, the switch forwards the user information to the RADIUS server for authentication.
A Wireshark capture shows the communication process between the switch and the server to grant access for the

user see Fig. 15, the server sends multiple challenges and the user computer must pass all of these challenges to get

authenticated.
Figure 10: DHCP snooping trusted port
(a) (b)
Figure 11: a) MAC address limitation b) Limitation of MAC addresses rate to 1
4) VLANS:

VLAN is a virtual network created from the same local network, it allows a group of devices from different networks
to be grouped into a single virtual network. VLAN is useful because it improves network stability, management and
security. VLAN separates broadcast domains; therefore, DHCP attacks remain on the virtual LAN that the attacker

connected to and not broadcasted to all of the switches in the network. Thus, the probability of attacks will be lowered
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[7] , the implementation of this method is left as future work.

4. The server authenticates
the user

2. The user sends
his eredentials

3. The server
checks the
credentials with the
database

1. This User has Ho AECESS 10
the network and needs
anthentication from the
SErTVer

Authentication
server

M

Database
Figure 12: Authentication process
4.4.4.2 /24 Network 4.4.4.0 /24
DHCP_server swil
4.4.4.3[24
WindowsServer201
Attacker

Figure 13: Radius network

VI. RESULTS

It is important to check whether the proposed methods above work and deny DHCP attacks successfully. For the

authentication server, the client is authenticated and granted access from the server successfully. By this method, the

attacks are not prevented but the probability for the attacks to occur is lowered. Fig. 16 shows a logged event in the server

that contains information about the authentication request and if it’s accepted or rejected. The MAC limitation method is
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effective against DHCP starvation attack, Fig. 17, Fig. 18 show that the switch port exceeded the MAC address limit and
the port sends an alert to the network administrator; therefore, the switch port goes down based on the configuration of

the switch port violation.

Windows Security

Network Authentication
Please enter user credentials

e :

I OK ] [ Cancel

Figure 14: Window prompt for credentials

Source Destination Protocol  Length Info
i 4.4.4.1 4.4.4.3 RADIUS 194 Access-Request id=1
- 77 117.684364  4.4.4.3 4.4.4.1 RADIUS 132 Access-Challenge id=1
78 117.745496 4.4.4.1 4.4.4.3 RADIUS 325 Access-Request id=2
79 117.768433 4.4.4.3 4.4.4.1 RADIUS 1484 Access-Challenge id=2
81 117.873765 4.4.4.1 4.4.4.3 RADIUS 367 Access-Request id=3
82 117.876218 4.4.4.3 4.4.4.1 RADIUS 195 Access-Challenge id=3
83 117.878219 4.4.4.1 4.4.4.3 RADIUS 222 Access-Request id=4
84 117.878919 4.4.4.3 4.4.4.1 RADIUS 169 Access-Challenge id=4
85 117.880284 4.4.4.1 4.4.4.3 RADIUS 275 Access-Request id=5
86 117.880976 4.4.4.3 4.4.4.1 RADIUS 185 Access-Challenge id=5
87 117.882232 4.4.4.1 4.4.4.3 RADIUS 275 Access-Request id=6
88 117.936533 4.4.4.3 4.4.4.1 RADIUS 201 Access-Challenge id=6
89 117.956890 4.4.4.1 4.4.4.3 RADIUS 323 Access-Request id=7
9@ 117.97881@ 4.4.4.3 4.4.4.1 RADIUS 217 Access-Challenge id=7
91 117.986298 4.4.4.1 4.4.4.3 RADIUS 259 Access-Request id=8
92 117.980989 4.4.4.3 4.4.4.1 RADIUS 233 Access-Challenge id=8
93 117.982845 4.4.4.1 4.4.4.3 RADIUS 323 Access-Request id=9
94 118.809040 4.4.4.3 4.4.4.1 RADIUS 349 Access-Accept id=9

Figure 15: A wireshark capture of the user authentication process and switch to server communication

DHCP snooping in ports stops the DHCP spoofing attack, Fig. 19 shows that the switch sends an alert with the MAC
address of the attacker indicating an attack attempt has occurred. the switch creates DHCP snooping binding table by
getting information from DHCP messages, it contains the MAC address, lease time, IP address from the DHCP server and
the port that the client is connected to, this is useful since, the MAC address from the alert mes-sage is compared to the
table to find on which port the attacker is connected to, as shown in Fig. 20. As a result, the client gets an IP address from

the correct DHCP server as shown in Fig. 21.
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[4] Event Properties - Event 6272, Microsoft Windows security auditing. x>

General Details

Network Policy Server granted access to a user. ~
User:

Security ID: AMMAR\userl

Account Name: AMMAR\userl

Account Domain: AMMAR

Fully Qualified Account Name: AMMAR\userl v
Log Name: Security
Source: Micresoft Windows security Logged: 5/3/2021 11:27:48 AM
Event ID: 6272 Task Categony: Network Policy Server
Level: Information Keywords: Audit Success
User: N/A Computer: WIN-STPLVDTTIOH.ammar.com
OpCode: Infe

More Information:  Event Log Online Help

Copy Close

Figure 16: User’s request from the event viewer in the radius

Figure 18: Port security description

Figure 19: Alert messages show an attempt for DHCP snooping attack

As a comparison to previous related works in [2], [3], [7], [8] and [9], our research contribution can be listed as:
o The research addresses almost all the attacks that can be applied to DHCP protocol.
o The implementation of the experiments and tests were accomplished by using the most updated software such as

GNS3, VMware 15, Windows Server 2016, Kali Linux etc.
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o The presented solutions can be implemented without further modification of a working network, while what is presented
in the related work requires lots of changes in network configuration and devices.
o The solutions presented requires low-cost devices and can be scalable based on the network complexity.

« No protocol modifications were made, which means all devices are compatible with the presented solutions.

Figure 20: DHCP binding table in the switch

B C\Windows\system32\cmd, exe [E=REc] |
[Ethernet adapter Local Area Connection 2: -

Tunnel adapter izatap.{95ASAF8A-CE7F-4748-88E9-23FCeFC6777B>:

Media State . . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix

Tunnel adapter 6 Adapter:

_____ : Media disconnected

oft 6To4 Adapter:

pecific DNS Suffix
,,,,,,,,, 1 288: 4:4fd::404:4fd

Figure 21: The client got an IP address from the real DHCP server

VII. CONCLUSION

In a conclusion, internal network DHCP attacks put any network at risk of losing network resources. This paper shows
the currently available techniques to avoid DHCP attacks. The network solutions presented benefit all enterprises and offices
that use internal networks by keeping DHCP network attacks as low as possible. As a result, to prevent DHCP attacks in
a network, there must be at least network switches that support configurations present-ed in the paper to hinder DHCP
attacks. The various solutions and methods, which are presented, can be considered based upon the cost and the scalability
of the network. Finally, this paper documents thoroughly the vulnerability of DHCP protocol and the available current

solutions that should be considered to provide a safe network.
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